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A NEW MODEL FOR AUTHENTICATION
ENABLING MORE EFFICIENT DIGITAL SERVICE DELIVERY
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The world has a PASSWORIPROBLEM

AMERICAN BANKER. FORTUNE

— Seven Ways Yahoo's 500M-User Data Breach LinkedIn Lost 167 Million ——
Affects Banks Account Credentials in Data
Breach
Data breaches 63% of data breaches Each data breach
expected to reach In 2015 involved costs $3.8 million
1,000 in 2016 weak, default, or on average
up 22% from 2015 stolen passwords up 23% from 2013
-ldentity Theft Resource -Verizon 2016 Data _Ponemon Institute

Center Breach Report
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WE NEEDA
NEW MODEL




~ FHE NEWMODEL
t IDentity Online

online authentication using
public key cryptography
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Support for Two Authentication EXxperiences

Passwordless Experience Second Factor Experience

FIDO UAF (Universal Authentication Framework) FIDO U2F (Universal Second Factor)
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ENABLES MANY AUTHENTICATION OPTIONS | EACH SERVICE PROVIDER HAS ITS OWN UNIQUE SECURITY KEYS




User is in a Session User Approval
Or
New Account Flow

>
@ Invitation Sent t New Keys Created
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Registration Complete

Pubic Key Registered
With Online Server
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User needs to login or User Approval
authorize a transaction

Login Complete Signed Response verified using

Public Key Cryptography







No 3rd Party in the Protocol

No Secrets on the Server Side

Biometric Data (if used) Never Leaves Device

No Link-ablility Between Services

No Link-ability Between Accounts
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EU Privacy Principle FIDO Implementation of EU Privacy Principle

Personal data must be processed fairly

and lawfully

Personal data can only be processed
for one or more specified lawful
purpose(s)

Personal data must be adequate,
relevant, and not excessive in relation
to the purposes for which it is being
used

Personal data must be accurate and
up to date

Personal data must not be kept for
longer than necessary to fulfil the
purposes for which it was collected

Personal data must be kept secure

Personal data must be processed in
accordance with rights of data
subjects

Personal data cannot be transferred
outside a given geographical area,
such as the EEA, without specific
circumstances being in place.

For a User to access a Relying Partyods services through
access the online service, they must execute the User Verification step, e.g. touching a sensor, entering a passcode, or prov
execute the cryptographic computation. This ensures that

F | Re@ingParty hWhentthie Usertwisleesitp  t h e
iding their fingerprint, in order to
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The Personal Data required to access an online service, such as a fingerprint, can only be accessed by the FIDO Authenticator whi ch is part of the Us
The FIDO Authenticator can only access such data when it is required to perform an Authentication. The FIDO protocol requires a minimum amount of data stored
by the Relying Party, for which the user is required to provide consent.

The data needed to perform an Authentication is collected by the Relying Party when the User registers with it. This data is:

| A public key: This allows the Relying Party to verify that the FIDO Authenticator being used is the one previously registered

i Authenticator Attestation ID (AAID): This is a reference that allows the Relying Party to look -up the characteristics of the use

i Key Handle: An identifier created by a FIDO Authenticator, potentially containing an encrypted private key, to refer to a spe
Authenticator.

by the User.
d FIDO Authenticator.
cific key maintained the FIDO

ails otherwise.
registered public key.

The data used for FIDO Authentication, such as the registered public key, must be accurate since cryptographic verification f
If the data becomes corrupted for any reason, the User needs to re -register with the Relying Party. Re -registration changes the

The User may de -register from a Relying Party at any time. Once de -registration has taken place the Public key held by the Relyi ng Party is of no further use.

Allowing users to authenticate using FIDO Authentication provides a greater level of security around accessing personal data

Data required for local User Verification is stored locally on the FIDO Authenticator. FIDO -related data stored at the Relying P
FIDO Authenticator is required to protect data required for User Verification and FIDO -related data, such as cryptographic keys,
third parties.

tha n passwords alone.
arty is not confidential by itself. The
against unauthorized access by

Personal data used to authenticate a User can only be accessed by that User when the User wishes to be authenticated.

Personal data held in a FI DO Authenticator wil/l be
if the owner wishes it to do so.
The FIDO Server used by the Relying Party does not contain personal data.
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The FIDO Allianceis an open industry:
association of over 250 organizations
with a focused mission: .~> =




Develop Operate Pursue Formal
Specifications Adoption Programs Standardization
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Bankof America
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