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NETWORK INFORMATION MANAGEMENT AND
SECURITY (NIMS) LAB

Systems that can Adapt
|dentify Different Behaviours
Network / Application Data
Security / Fault
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BEHAVIOUR IDENTIFICATION
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FINDING NEEDLES
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CHALLENGES

Superposition of behaviours

Mix of stationary and non-stationary behaviours
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RAPID GROWTH...
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MISSION CRITICAL INFORMATION SYSTEMS

Security is paramount: We are in an era of continuous
breaches

Attackers are relentless, victims are targeted, and the damage toll is rising

Operational Near Dally Leaks Relentless Use
Sophistication of Sensitive Data of Muitiple Methods

IBM X-Force™ declared 40% increase 500,000,000+ records
Year of the in reported data were leaked, while the future
Security Breach breaches and incidents shows no sign of change

0 a
Watering Undisclosed
hole

© 2014 imamaticnsl Business Machines Corporation : M X . : Note Size of circie estmates relatve Mpact of Incident in lerms of cost %0 business
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CYBER-SECURITY

OG()
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E-SERVICES

Advanced Threat

prevent breaches spanning from
Market Opportunity* = . - endpoint to network to cloud

$74B 7% Data : A Fraud

2017 CAGR discover and harden 3 o protect transactions from
the “crown jewel” X ; device to enterprise
assets of an enterprise )

Analytics 1 1) Mobile

70%0f security executives find, deter and . b embed security in
are concerned about respond to incident & R mobile devices and

s . ensure compliance : Ny 2, applications
cloud and mobile security 5y

2013 i8M CISO Survey

Identity

Enforce identity as the new perimeter 7 shift to cloud by providing
while traditional perimeters erode security in and from the cloud
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WELL ©

Good potential for data driven =
approaches
Need to be careful, though!
=A learning system to
recognhize tanks
=What did it actually
learned?

However, can we think of
everything?!
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Data Analytics: Machine Learning Based Approaches

 Techniques
* Supervised
*  Unsupervised
*  Semi-supervised

 Tools
*  Open source (Weka, Moa, R, ...)

 Commercial (Matlab, IBM, Oracle,
Amazon...)
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SO WHERE DO WE START?!

How to represent data?

How to sample data?

"How to represent objectives to analyze data?
How to measure performance?

How to incorporate visualization?

How much prior knowledge?

DIACC - NOV 2ND, 2016 @




DATA FEATURES

AccelProbe
CellProbe
LightProbe
MagneticProbe
NoiseProbe
RotationProbe
RunningApplications

Probe
SystemProbe
WiProbe

SMS and e-mail
Phone Web Apps
Contact Contact URL
Name

Date/time Date/
time Date/time
Date/time

Duration Duration
Duration Duration
Launches Outgoing
or ingoing Referring

|P addresses

Port numbers
Direction

Protocol

Number of packets
Number of bytes
Duration
Inter-arrival time
Other stats
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DATA SAMPLING

HUniv2007 gTraining

Random

Stratified
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BOTNET

Botnet is a set of compromised hosts (aka bots) that are under the remote
control obotmaster

‘p /!1
s t‘
O Malicious Command & Control

O Secondary Injection

o Initial Injection
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SELF ORGANIZING MAP - CTU/CAPTURE9

Train - Node label - Maximize detection rate

' 9S8 ® - s @

o) GG @e e @ 4 colours:

:t @ @m“" i *® © =red - background,

il @ @ ° e @ r P 4% . |

@@ e e - @ | green - normal,
S @ s $ - “blue - botnet C&C,

‘@ @ i @ e @ @  =black - botnet
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INVESTIGATING THE ROBUSTNESS CAIDA/DARKNET

Root: frame.len Decision Tree
generated by C4.5
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Circos by Decision
Tree

Red: attack
Purple: non-attack

Line purple to red
represents false
; positives (10%)

Line red to purple
represents false
negatives (1%)
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AUTOENCODER BASED SELF ORGANIZING MAP
APPROACH

Input  Layerl Layer2 Output

--------
........
--------

........
--------
........

Encoded weights
as SOM input

Inclass model
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SOM MODELLING OF USER BEHAVIOUR

Inclass response  Outclass response
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HOW MUCH PRIOR KNOWLEDGE?

Data and Objectives

= Constraints search space
=Blind side

What is the cost of providing labels?
What is the deployment environment?
Location, Time, Evasion
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WHAT DID WE LEARN?

Data driven
=New insight and knowledge

Input - representation
=Packet / Flow / usage

Generalization
*Time & Location & Evasion

Output - objectives
=Can say “l don’t know”
=Value of certainty
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SO WHAT?!

Ever changing cycle

Nothing stays the same

Alert to measuring change!
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THANK YOU!
QUESTIONS?
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