
Digital	Identification	&		Authentication	(I&A)	
Through	Face	Recognition	Technology

Accessing	and	
Distributing	
Electronically	Delivered	
State	of	Title	Certificates



Partners
• Applied	Recognition

• Based	in	Toronto	Applied	Recognition	has	developed	face	recognition	for	the	authentication	of	
people,	their	photo	ID	and	their	digitally	signed	transaction	all	within	in	the	consumer	control	over	
their	privacy	and	security.

• Blockchain	Acuity
• Vancouver	based	Blockchain	Acuity	is	a	consultancy	and	full	stack	development	firm	that	builds	
custom	solutions	on	a	variety	of	different	platforms	such	as	Bitcoin,	Ethereum,	Ripple	and	
HyperLedger

• Yongle	Technologies
• Vancouver	based	Yongle	developed	the	first	platform	to	allow	a	completely	paperless	new	home	
sale	from	start	to	finish.	Through	the	Yongle’s	innovations	for	new	home	sales	management,	
developers,	their	marketing	agencies	and	clients	can	realize	the	ease	and	convenience	of	
paperless	locationless	home	purchasing

• Sourabh	Siddharth
• Vancouver	based	Sourabh	is	a	blockchain	enthusiast,	Software	Engineer- Application	Management	
and	Services.	Actively	seeking	research/internship/job	opportunities	as	a	developer	on	blockchain	
platform.



Blockchain	– beauty	and	the	beast
The	Beauty	of	Blockchain
• Bitcoin	has	proven	the	efficiency	for	accessing,	

trading,	verifying,	and	trusting the	ability	to		move	
money	securely

• Bitcoin	has	proven	that	Blockchain	is	a	technology	
that	cannot	be	broken	into	or	hacked	unlike	manual	
systems	today	

• Bitcoin	has	eliminated	the	middle	man	and	returned	
power	and	control	to	the	consumer	to	exchange	
money	the	way	we	used	to	with	paper	and	coins.

• Blockchain	based	Title	Certificates	would	bring	back	
control	to	the	consumer	to	own	and	and	control	their	
land	ownership	

• Blockchain	technology	eliminates	centralized	record	
keeping	and	the	underlying	inefficiency,	cost	and	
weakness	of	mistakes,	tampering	and	fraud.

• Blockchain	is	perfect	for	Electronically	Delivered	State	
of	Title	Certificates	and	removing	friction	from	real	
estate	transactions

The	Problem	with	Blockchain
• Bitcoin	has	proven	that	without	strong	identity	
and	authentication	that	fraud	will	occur	

• Easy	to	impersonate	or	take	control	and	steal	
another	person’s	Bitcoin	because	of	anonymity	
and	lack	of	identity	and	authentication

• Without	visibility	and	identity	authentication
• How	can	third-parties	trust	this?	
• How	can	third-parties	digitally	verify	a	customer’s	

identity?
• How	can	participants	be	connected	to	streamline	

the	process	of	sharing	and	using	and	validating?
• How	can	access	be	controlled	or	permissioned	by	a	

property	owner?



Face	Rec	Superior	to	other	I&A	modalities	:
Face	Recognition	is	the	best	for
Digital	Identity	and	Authentication

➲ 100%  privately and securely on the phone
➲ No centralized collection of biometric
➲ Compliant with privacy laws
➲ North America and Europe

➲ 100% Canadian

¥ Facial	picture	authentication	established	as	citizen	norm	
worldwide	(passport,	drivers’	license,	etc.)

¥ Innate	identity	and	recognition	to	humans
¥ Universal	and	Unique	Identifier
¥ Cameras	are	ubiquitous	
¥ Contains	permanent	information	and	meaning
¥ Best	liveness	and	anti-spoofing	technology
¥ Proof	stops	Spoofing	



Face	Recognition	Superior	to	other	IA	modalities	
because:

Photo	ID	Authentication

¥ ID	Holder	
¥ Selfie	Authentication
¥ Face	liveness	and	anti-Spoofing

¥ Photo	ID	authentication
¥ Passport	Chip	with	chip	Validation
¥ Driver’s	License	Authentication

¥ AML/KYC	Fintrac	compliant
¥ Required	for

¥ Real	Estate
¥ Banks
¥ Lawyers

Identities	Require	authentication
face	and	photo	ID	automate	authentication



Document	Signing	–
Face	Based	e-Witness

¥ A	Pen	in	Every	Phone	/	Wallet
¥ Government	Photo	ID	Capture	
¥ Remote	Authentication	– no	witness	

required
¥ Sign	anywhere,	any	time,	any	document	
¥ Using	a	phone
¥ Within	minutes…	Sign	a	contract



The	Identities	than	need	to	be	Authenticated	
• Each	Participant	need	only	
register	once.	
• AML/KYC	Compliant
• Trusted	identity
• Trust	authentication
• Trust	Private	Signing	Key



Acuity	Wallet	with	Face	Authentication

• No	password	weakness
• Face	authentication
• Unlocks	wallet
• Authorizes	transactions
• Face	photo	audit	trail

• Higher	value	transactions	
require	certainty
• Stops	Hackers	and	
Fraudsters
• The	Wallet	Stores	the	
Title	Certificate	



Embedding	Identity

¥ PIPEDA	Digital	Signature	compliant

¥ User	authenticated	to	the	Wallet	with	the	face

¥ The	Face	releases	their	private	key

¥ Optionally	embed	the	users

¥ Face

¥ Photo	ID

¥ In	the	digitally	signed	contract

¥ Will	stop	fraud

¥ Best	of	evidence	– better	than	ink	on	paper

¥ More	convenient

Irrefutable	Proof	of	Who



Private	Wallet	- Key	Recovery
Two	Levels	of	Recovery
1. Key	Owner	is	alive	and	available

• Embedded	feature	of	Acuity	Blockchain	Wallet
• All	within	the	user’s	control
• Self	Service

2. Key	Owner	is	dead	or	otherwise	compromised
• Key	escrow	is	a	cryptographic	key	recovery	process

• Key	is	split,	encrypted	and	held	in	escrow	by	two	trusted	third	parties.	
• Keys		escrowed	by	the	The	Land	Title	and	Survey	Authority	of	British	Columbia
• Under	the	care	of	security	employees

• For	a	key	that	is	lost	or	compromised	by	its	original	user(s)	
• Escrow	is	used	to	decrypt	encrypted	material,	
• Allowing	restoration	of	the	original	material	to	its	unencrypted	state.

• Key	recovery	requires	two	trusted	employee
• Using	Face	recognition	/	authentication	Employee	unencrypted	key	halves	for	key	reconstitution
• The	entire	process	is	done	with	creation	of	a	photo	audit	trail.



Privacy	and	Security

• Blockchain	is	built	on	Public	Key	Cryptography
• With	the	added	ability	to	secure,	authenticate	and	perpetuate	a	
digital	asset	such	that	it	cannot	be	compromised.	
• Public	Key	Cryptography	can	be	used	to	both	authenticate	and	to	
protect	(encrypt)	information
• As	such	with	an	appropriately	architected	identity	authentication	
system	that	manages	the	members	of	a	blockchain	both	
authentication	and	privacy/security	can	be	achieved
• In	such	system	assets	owner	can	control	who	they	grant	access	to	and	
accesses	can	rely	on	that	authenticity	of	the	assets



Addressing	the	Problem
The	Problem
• An	eSTC	is	a	certified	copy	of	a	land	title	that	
is	processed	by	the	land	title	office	(the	LTSA).	
State	of	Title	Certificates	(STC)

• To	electronically	issue	STCs	to	customers
• Allows	for	the	expiration	and	removal	of	the	
eSTCs	stored	with	LTSA	

• So	third-parties	can	trust	an	electronic	eSTC?
• So	third-parties	digitally	verify	a	customer’s	
identity?

• So	property	owners,	lawyers,	banks,	LTSA,	
etc.	be	connected	to	streamline	the	process	
of	sharing	and	using	eSTCs?

• So	access	to	an	eSTC	be	controlled	or	
permissioned	by	a	property	owner	to	share	
with	other	interested	parties?

The	Solution
• All	you	have	to	do	is	Digitally	Sign	the	eSTC	
PDF	

• Then	give	it	to	the	property	owner.
• No	storage,	expiration	or	removal	is	required	
• The	owners	controls	who	sees	it
• The	recipient	will	have	to	verify	the	identity
• LTSA	has	no	capacity	to	tie	identity	to	land	
ownership	

• What	we	presented	is	overkill	for	the	problem	
you	are	trying	to	solve.	

• A	blockchain	land	title	system	will	be	infinitely	
superior	to	the	Teranet	System	in	Ontario	

• It	is	the	way	to	convert	your	paper	system


