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About SecureKey

Founded in 2008

Headquartered in Toronto, Ontario; offices in Ottawa, Montreal, 
Boston, San Francisco

Mission: to build highly scalable trusted identity networks that enable 
organizations to quickly and easily deliver high-value online 
secure services

Powering Major National Digital ID Networks in Canada, US and UK

World-class group of venture and corporate investors, strategic partners
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§ Adding 200-400K credentials per month
§ >80 Fed Govt applications, including CRA, Services Canada
§ Revenu Quebec
§ Provincials & Private Sectors  
§ Privacy by design (Triple Blind™)

Leveraging Trusted & Familiar Bank Credentials To 
Access Other High-Value Services

Millions of Canadians access government services using their known, trusted bank login

Millions of Users (RP Credentials)

Canada Started with Federated Login

https://www.canada.ca/en/revenue-agency/services/e-services/e-services-individuals/account-individuals.html
https://www.canada.ca/en/employment-social-development/services/my-account/access.html
https://citoyens.revenuquebec.ca/CitNA/TW/TW01/TW01.Citoyens/TW01/?AuthLevel=600&TYPE=33554433&REALMOID=06-19d257b3-25e4-40e7-b525-8cbaf3c9481d&GUID=&SMAUTHREASON=0&METHOD=GET&SMAGENTNAME=-SM-fEqsYN7tvijETL4BxEFHliHeRjImmjXkIsKDGTL7vJJgfzFMlc5hLBb
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Identity 
validation 
is broken

5

It needs to work in:
Call centre
In person
Online
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Data Breaches 2017

Statistics from: VulnDB – Risk Based Security; Data Breach QuickView

https://pages.riskbasedsecurity.com/hubfs/Reports/2017%20Q1%20Vulnerability%20Quick%20View%20Report.pdf?t=1495556702990&utm_campaign=2017%20Q1%20Vulnerability%20Quick%20View%20Report&utm_source=hs_automation&utm_medium=email&utm_content=52166475&_hsenc=p2ANqtz-9nr18WCuuNAJy4IOd7b5Kku_2Uvs7uLvsZ6rOQ5OHVSFld_EnCnkFFojS0x8-j0ND2T3soOcoRf4UvH1eOWGmU5yCzGhgvh0iSB9rnoHvrjzSpR30&_hsmi=52166475
https://pages.riskbasedsecurity.com/hubfs/Reports/2017%20Q1%20Data%20Breach%20Quick%20View%20Report.pdf?t=1495556702990&utm_campaign=2017%20Q1%20Data%20Breach%20Quick%20View%20Report&utm_source=hs_automation&utm_medium=email&utm_content=51679233&_hsenc=p2ANqtz-8ohudgBzKqCr9xXscQ2j0_5Sk5AMjl8te15sqf0RvJdRxqGuXB0YWNlMVV5rsOEsKuc1XA09DeLE3MX78gP2JIGfeDSHT8gfnPF_kIgOfWOrYyR_Y&_hsmi=51679233
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Driver’s License: the Gold Standard?
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Building the Future of Identity  

Resiliency against denial of service attacks

No honeypots of data

Consumer centric with a strong consent model 

Separation of Authentication and Attestation Service Providers

Triple blind privacy matter – where Data Providers and Data 
Consumers are blinded from each other and Broker Operator can 
not observe data

Standard - OAuth 2.0 / OpenID Connect, NIST 800-63-3, GDPR

Needed Blockchain
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Trusted Identity In Your Control
A new service for customers to 

manage their digital identity
Enables safe and secure sharing 

of personal information

Users connect with their bank and other 
trusted providers, layering information

Companies request information, users 
review and approve for real time delivery 

directly from trusted provider(s)

What I Know

What I Have

What I Am

High assurance by combining 
multiple factors, channels 

and ID claims
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Digital Assets & Destinations

Digital
Assets

Name, DOB, 
Address, Account 
Duration, Phone #

Name, Phone #, 
Account Duration, 
SIM Confirmation, 

Location

Name, Address, DOB, ID#, 
Age of Majority, Photo

Name, Address, DOB, 
Credit Score

Open 
bank/
telco 

account

Change 
address

See my 
medical 
records

Prove 
that I am 
trusted

Prove 
age of 

majority

Access 
Gov

Services

Get a 
Loan

Public Private Partnership
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DEMOS
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It Has to Work Online, In Person 
and on the phone
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Verified ID Helps Across the Customer Lifecycle

Update customer account information
• Update address information and 

contact details
• Sign up for direct deposit

Onboarding

Registration

Login / 
Authenticate

Transaction 
Verification

Account 
Maintenance

New account opening / new user onboarding
• Verify identity for service delivery
• KYC / financial services (accounts, loans, etc.)

Self-serve account registration
• Transition existing customers to 

online, self-serve channels

Authenticate returning users
• Account login or recovery
• Authenticate customers for support

Validate user eligibility
• Age and location verification for product sales 

(across channels)
• Background check for sharing/gig economy, 

tenant screening



©SecureKey Technologies Inc. All rights reserved. Proprietary and Confidential. 15

Banks

UTILITIES

PROS
• Easier to connect

CONS
• Honest but Curious
• Single Point of 

Failure
• Often requires or 

builds honeypots of 
data (big fraud 
target)

• User Tracking
• Central mapping 

opens the data –
relying on controls

FINANCE
GOVERNMENT

COMMERCE, RENTALS, 
HEALTH, SOCIAL BUYING

CREDENTIAL
BROKER

Identity in the Present
Central Credential Broker
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Banks

UTILITIES

PROS
• No Data visible to 

network operator
• No central database 

or honeypots 
• No central point of 

failure
• Triple Blind –

PRIVACY
• Cannot track user 

across relying 
parties

• Scalable
• Resiliency to DDOS

FINANCE
GOVERNMENT

COMMERCE, RENTALS, 
HEALTH, SOCIAL BUYING

Identity in the Future
Utilizing Strong Distributed Ledger Capabilities 
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Enable adoption of shared ledger technology at 
a pace and depth not achievable by any one 

company or industry

§ Announced by The Linux Foundation on December 17, 
2015 with 17 founders, now over 130 members

§ Hyperledger is an open source and openly governed 
collaborative effort to advance cross-industry blockchain
technologies for business, hosted by The Linux 
Foundation.

§ Hyperledger Fabric is a blockchain framework 
implementation and one of the Hyperledger projects, 
intended as a foundation for developing 
applications/solutions with a modular architecture

www.hyperledger.org

Associate

General

Premier

Hyperledger, a Linux Foundation Project

http://www.hyperledger.org/
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Network Participants

Org B

Application 
service

Verified.Me 
DAC 

Adaptor

Digital Asset 
Consumer

Org A

Application 
service

Verified.Me 
DAP 

Adaptor

Digital Asset 
Provider

Org C

Application 
service

Verified.Me 
DAC 

Adaptor

Verified.Me 
DAP 

Adaptor

Application 
serviceApplication 

services

Digital Asset Provider and Consumer

OpenID Connect

Verified.Me 
components

Verified.Me
Fabric

Org D

Verified.Me 
DAC 

Adaptor

Verified.Me 
DAP 

Adaptor

Application 
services

Digital Asset Provider and Consumer

Verified.Me
Node

Digital Asset Consumers 
Relying Parties

Digital Asset Providers 
Identity Providers
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SHARING 
ECONOMY:

Rent an 
apartment

INSURANCE:

Access records 
Solve the double  

spend

HEALTHCARE:
Patient Access, 

Consent for Trials
Share my Data

Identity
Authentication
Data Sharing

The Power of the Network
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THANK YOU!

Dmitry Barinov | CTO
SecureKey Technologies 
Dmitry.Barinov@SecureKey.com
@ds_barinov

mailto:Dmitry.Barinov@SecureKey.com
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This document contains information that is the property of SecureKey
Technologies Inc. (SecureKey). All information contained in this 
document is confidential and proprietary to SecureKey.
Please note that any disclosure, distribution, or copying of this 
document or the information in it is regulated by a confidentiality 
agreement with SecureKey. The document and information may not 
be copied, distributed or recorded in any electronic, physical, or other 
medium without the prior express written permission of SecureKey or 
otherwise in accordance with the confidentiality agreement.


