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~Announcement

Lockstep Technologies, an Australian research & development
company, has been contracted by DHS S&T through a three phase
project fo prove the MDAV solution and mature it fowards
commercial reality. While Lockstep’s contract with DHS is confinuing
through Phase 3, we are launching a new operation to take the
solution to market. That business is called ValidIDy. It was
announced at the International Identity Summit on September 7.
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OVERVIEW

Mobile Device Atriutes Yalization (MDWV) helpa

fest ewsponders prove B bors fdes in the fekd,
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CUSTOMER NEED

First responders neod 10 present obust gital versons of
hair cuaelifcatiens in demanding circumstances with ittio
ot 1 restenh bandwidfy, Ard, Uer crederrtials reed 4 be
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APPROACH

Digtally mimizhing racitional crederiials is  challerge.
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securely and dracty from one motde applicaton (app) to
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BENEATS
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(OMPETITIVE ADVANTAGE

MOAY 15 410 011 SORI0N T FRasBIves 1N PIOS0ancs of
atiribules in mobik devices, Thw oratrrs of coedeatials s
other perzona| details are assured 22 is the spproval status
of thee demvices, The simphe fact thast sommone fias » cectan
crecdential i accurstely replicaied by MDAV without sy
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NEXT STEPS

MOAY will completa sviemal tosteg by the end of 2017 and
commercialization iz plamned thiough 2028, The technology
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MDAV Team Profile

e Lockstep Technologies / ValidIDy
— Adam Madlin — Project Manager & Business Development
— Les Chasen — Architect and Technical Lead
— Steve Wilson — Managing Director
— Bruce Goldsmith — Business Development.

e Kantara ldentity & Privacy Incubator (KIPI)
— Ruth Puente, Colin Wallis.

e CCICADA, Rutgers University

— Prof Janne Lindqgvist.
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The need

e First Responders First
— mobile credentials | ?se:&zgf)er
— Need provenance of issuer
— And provenance of data carrier
— In challenging low/zero network settings.
e Broader users
— Many use cases need to manage multiple identity attributes
— Sometimes anonymously or pseudonymously
— Security spans access control and document authorization.

o ® Field
w . 42 w . Officer
(RP)



_Attribute Cerlificates

An aftribute is only as good as
its origin, and the fidelity with

which it is presented. We have First . . Field
re-thought digital certificates. Irs 1€
to create a strong virtual Responder = 2’2 Officer
friangle, binding the .
provenance of both the (SUbJeCt) (RP)
attribute issuer and the data - ‘ .
carrier to the individual. The individual (Subject) may or may no_t be n.omed, depenc_jmg on the use
case. The fact they have a verified attribute is usually more important.
User.is in confrol of the dofo . A recognised Attribute Authority issues the attribute to the
carrier, through a PIN or biometric, individual through a trusted process.
and physical possession.
We lllustrate attribute certificates using . .
the visual metaphor of a capsule. Incident
Smart phong‘Mode Report
First Ai | Event data
Medisal Training Agenc Signed: Device
The secure
private key The provenance triangle imparts special meaning to digital signatures
store of the created with the certified key. The receiver can be sure the individual
device ties the . really has the the attribute in question, it came from a recognised issuer,
certificate to A-I"I-rl b U -I'e and was carried in a device approved by the attribute issuer. There is no
the device. way for an MDAV cerfificate (attribute capsule) to come to be on the

individual’s phone without the issuer’s authority.
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Atiribute Certificates

Verifying a digital signature against a capsule proves:

 The attribute is true, according to the named issuing authority

e the attribute owner was in control when it was presented

 The attribute carrier was genuine and approved by the authority.

Incident ‘

Smart phoné Mo
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MDAV Phase 2 Execution

e Deliverables
— Working & Tested Prototype
— Architecture (available on request)
— Video and Marketing Brief (public)

Mobile Device Attributes Validation
DHS Cybar Securty R&AD Showcase 2017, Washington OC

e Cloud Identity Summit, Chicago, June 2017

e Cyber Showcase, Washington July 2017

e DHS Science & Technology Cyber
Security Technology Guide 2018.

Cyber Security Division
Technology Guide 2018

¥ Hemclind
& Loy




G

MDAV Phase 3 Transition

e Core infrastructure build
 Developer integration (APIls, policy templates)

 Proofs of Concept
— Financial Services (“KYC Once’”, Card Not Present payments)
— Clinical trials investigator and/or patient anonymization
— Personal Data Wallet

 Launch ValidIDy http://valididy.com




MDAV Benetfits &

e Transforms the integrity and privacy of attributes
e Provenance of attributes, issuers and devices
e Disclosure minimization; anonymous if desired

e Matches many supposed qualities of blockchain, yet —
— works offline
— fast to process
— leverages mature, standard PKI stack & services
— simple, elegant architecture & governance
— low technology risk; low project risk.
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It a critical attribute of an individual is
known to be frue ‘in real life’, thanks to
the authority of its trusted issuer, then we
show that it’s still frue in digital form.

privacy
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