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This Discussion Draft has been developed by the Digital ID & Authentication Council of Canada 8 
(DIACC) Trust Framework Expert Committee (TFEC). The TFEC operates under the controlling 9 
policies of the DIACC. Comments submitted by the public are subject to the DIACC Contributor 10 
Agreement. 11 
 12 
DIACC expects to modify and improve this Discussion Draft based upon public comments. The 13 
purpose of the open commentary is to ensure transparency in development and diversity of a 14 
truly Pan-Canadian input. Comments made during the review will be considered for 15 
incorporation to the next draft. DIACC will prepare a disposition of comments to provide 16 
transparency with regard to how each comment was handled.  17 
 18 
Forthcoming PCTF releases will expand, clarify, and refine the content of this document. The 19 
intended target audience is inclusive of decision makers who may or may not be domain 20 
technology experts.  21 
 22 
When reviewing this draft, please consider the following: 23 

1. Do you agree with the list of Trusted Processes for Notice and Consent?   24 
2. Is the description of the Trusted Processes clear and accurate? 25 
3. Are the conformance criteria clear and measurable/assessable? 26 
4. Do you agree with the terms used to describe Notice and Consent as they are presented 27 

in the document? 28 
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1. Introduction to Notice and Consent Conformance 41 

Criteria 42 

This document specifies the set of agreed upon conformance criteria for the Notice and Consent 43 
Component, a component of the Pan-Canadian Trust Framework (PCTF). The Notice and 44 
Consent Conformance Criteria are the agreed-upon criteria that are used to ensure that Trusted 45 
Processes issue legally compliant and understandable notice statements, collect informed and 46 
authorized consent decisions, and enable the ongoing management of that consent decision. 47 

Conformance criteria are central to the trust framework because they specify the essential 48 
requirements agreed to by the trust framework participants to ensure the integrity of their 49 
processes. This integrity is paramount because the output or result of a Trusted Process is 50 
relied on by many participants – over time and across organizational, jurisdictional and sectoral 51 
boundaries. 52 

1.1 Relationship to the Pan-Canadian Trust Framework 53 

The Pan-Canadian Trust Framework (PCTF) consists of a set of modular or functional 54 
components that can be independently assessed and certified for consideration as trusted 55 
components. Building on a Pan-Canadian approach, the PCTF enables the public and private 56 
sector to work collaboratively to safeguard digital identities by standardizing processes and 57 
practices across the Canadian digital ecosystem. 58 

Figure 1 is an illustration of the Pan-Canadian Trust Framework. The Notice and Consent 59 
Component describes the "Authorize Information Use" block.   60 

 61 

Figure 1. Pan-Canadian Trust Framework Model Visual Draft 62 
  63 
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1.2 Keywords and Definitions 64 

To ensure consistent application, keywords that appear in bold in the conformance criteria are to be 65 
interpreted as follows: 66 

• MUST, REQUIRED, or SHALL means that the requirement is absolute as part of the 67 
conformance criteria. 68 

• MUST NOT or SHALL NOT means that the requirement is an absolute prohibition of the 69 
conformance criteria. 70 

• SHOULD or RECOMMENDED means that while there may exist valid reasons in 71 
particular circumstances to ignore the requirement, the full implications must be 72 
understood and carefully weighed before not choosing to adhere to the conformance 73 
criteria or choosing a different option as specified by the conformance criteria. 74 

• SHOULD NOT or NOT RECOMMENDED means that valid reason may exist in 75 
particular circumstances when the requirement is acceptable or even useful, however, 76 
the full implications should be understood, and the case carefully weighed before 77 
choosing to not conform to the requirement as described. 78 

• MAY or OPTIONAL means that the requirement is discretionary but recommended. 79 

Additional keywords, such as normative definitions in related standards and specifications, will also 80 
be indicated in bold. 81 

1.3 Data Protection Laws and Conformance Criteria 82 

Digital identity is, by definition, concerned with providing entities with the digital means to 83 
collect, manage and share verified personal information. Digital identity systems must, 84 
therefore, comply with data protection legislation, which includes requirements for notice and 85 
consent. The Notice and Consent Conformance Profile does not repeat the requirements of 86 
legislation but shows how these requirements apply within the context of the PCTF. 87 

Multiple data protection laws cover the operations of organizations participating in a Canadian 88 
digital identity system. At a federal level, the Privacy Act and PIPEDA apply to federal 89 
government and commercial organizations respectively. Each province and territory has its own 90 
laws that apply to the handling of personal information by provincial and territorial government 91 
agencies. As well, several provincial statutes have been deemed "substantially similar" to 92 
PIPEDA and apply to how private sector organizations handle personal information in those 93 
provinces. PIPEDA Fair Information Principle 3 (Consent), along with guidance from the Office 94 
of the Privacy Commissioner of Canada, provides a framework that can be applied to any 95 
organization and is used as the basis for the PCTF Notice and Consent Component. If conflicts 96 
arise between the Notice and Consent Component and the applicable data protection law, then 97 
the applicable law takes precedence. 98 

1.4 Scope 99 

The scope of the Notice and Consent Conformance Criteria includes: 100 

• the collection, management and sharing of personal information by digital identity 101 
systems for the purposes of establishing and asserting a digital identity and related 102 
verified personal information; 103 

 104 
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• personal information in the context of the Notice and Consent Component refers 105 
to information that a Subject consents to share from a Disclosing Organization to a 106 
Requesting Organization (e.g., name, email address, phone number, mailing address, 107 
date of birth, account information); 108 

• consent being obtained by a different organization to the one collecting, using or 109 
disclosing data, which could arise in a federated identity system; 110 

• a single consent being obtained where multiple pieces of personal information are being 111 
collected, used or disclosed by multiple organizations, as part of a single transaction; 112 

• situations where the Subject may or may not have an explicit relationship with the 113 
information provider (e.g., where a background check is performed against a third-party 114 
source); and 115 

• the disclosure (or sharing) of data may follow either a “request” or “enquiry” mode   116 
o “request” mode retrieves personal data from another party, for example, by 117 

asking “please provide attribute X that corresponds to Y?” 118 
o “enquiry” mode has personal data corroborated by another party, for example, by 119 

asking “is the combination of X and Y valid?”. 120 

For digital identity systems, Notice and Consent is expected to be characterized as follows: 121 

• Consent will normally be sought. While data protection laws allow for data to be 122 
collected without consent in certain circumstances, these circumstances do not typically 123 
apply to digital identity solutions. Digital identity solutions are specifically concerned with 124 
providing visibility and control to Subjects over the collection, use, and disclosure of their 125 
personal information. 126 

• Consent will always be “opt-in” (i.e., subjects must perform an action to provide 127 
consent). 128 

• Notice and Consent will often be “just in time” in the course of a transaction. 129 
• Consent will always be explicit, and in language that is easily understood. Note that this 130 

could include requesting permission to collect, use or disclose personal information 131 
subsequent to the current transaction. 132 

• Where consent is obtained that allows subsequent collection, use or sharing of personal 133 
information, digital identity solutions will provide obvious and straightforward means for 134 
the Subject to manage consents, preferably in one place. 135 

• Notice and Consent will always be digital and online. Guidance from the Office of the 136 
Privacy Commissioner of Canada includes, for example, ensuring that staff are 137 
appropriately trained to provide notice and obtain consent in in-person and non-138 
automated situations. The PCTF is focused on digital identity, namely identity services 139 
that as far as possible are digital. Where it is necessary to employ manual processes, it 140 
is assumed the guidance from the Office of the Privacy Commissioner of Canada will be 141 
followed. 142 

The scope of Notice and Consent Component does not include the subsequent use of personal 143 
data by the organizations in the delivery of their services. All parties are required to comply with 144 
the appropriate data protection law relevant to them for any subsequent use of personal data. 145 

This version of the Notice and Consent Component only considers Subjects providing consent 146 
for the collection, usage, and disclosure of personal data about themselves. It does not address 147 
use cases where another person acts on behalf of the Subject (e.g., power of attorney, a parent 148 
acting on behalf of a child). These additional use cases will be added in a future version. 149 
  150 
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1.5 Roles 151 

The following roles are defined to cover the scope of the Notice and Consent Conformance 152 
Criteria. Depending on the use case, different organizations may take on one or more roles. 153 

• Subject – the natural person to whom the personal data in question pertains. (Note: 154 
Delegated Authority is not addressed in this document.) 155 

• Disclosing Organization – the organization that currently holds the personal data, that 156 
the Subject consents to disclose to a Requesting Organization. In a digital identity 157 
context, this will often be an identity or attribute provider. 158 

• Requesting Organization – the organization that the Subject consents to disclose 159 
personal information to. In a digital identity context, this will often be a service provider or 160 
relying party. 161 

• Notice and Consent Processor – the organization that provides the notice to the 162 
Subject of the request for personal information (from the Requesting Organization), 163 
obtains and records the consent, and provides the Subject with the means to manage 164 
the consent going forward, including the withdrawal of consent. 165 

 166 

These roles help to isolate the different functions and responsibilities within the end-to-end 167 
notice and consent processes. They are not intended to imply any particular solution, 168 
architecture or implementation. For example, in some cases, the notice may be presented and 169 
consent collected from an organization facilitating personal information exchange between the 170 
Subject, Disclosing Organization and Requesting Organization. In other cases, the notice may 171 
be presented and consent collected directly by either the Disclosing or Requesting 172 
Organization, in which case that organization would also be the Notice and Consent Processor.  173 

2. Trusted Processes and Conformance Criteria 174 

2.1 Trusted Processes 175 

The Notice and Consent Conformance Profile defines conformance criteria as essential 176 
requirements for the Trusted Processes defined in the Notice and Consent Component 177 
Overview, which are: 178 

1. Formulate Notice – the process of determining what personal information is to be 179 
collected, used or disclosed, by whom and to whom, and for what purposes. This 180 
process formulates the notice statement that will be shown to the Subject. 181 

2. Request & Record Consent – the process of determining that the Subject who is being 182 
asked to provide consent has the authority to do so, displaying the notice statement to 183 
the Subject, and then obtaining the consent decision (i.e., accept or decline) from the 184 
Subject, and the subsequent process of storing the notice statement and corresponding 185 
consent decision from the Subject, and notifying relevant parties of the consent decision. 186 

3. Manage Consent – the process to support the authorized ongoing management of 187 
consent decisions including renewing consent decisions, expiring consent decisions, and 188 
revoking consent decisions. 189 

4. Review Consent – the process to make the details of a stored consent decision visible 190 
to authorized reviewers. 191 

  192 
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2.2 Levels of Assurance 193 

Levels of assurance do not apply to the Notice and Consent Component as they do to the 194 
Verified Person or Verified Login Components. However, the Conformance Criteria should 195 
reflect that: 196 

• Disclosure of sensitive data (e.g., health-related attributes) should only be done with an 197 
appropriate level of assurance for the associated Verified Person and Verified Login (see 198 
CONS 3). 199 

• Consent can be recorded in different ways with different levels of robustness. For 200 
example, a flag in a database could indicate the user checked a box. For the consent 201 
given, a digital signature may provide a greater level of non-repudiation than clicking a 202 
checkbox. This version of the Notice and Consent Conformance Criteria does not 203 
differentiate between such approaches but does require a minimum level of robustness 204 
of the consent process to satisfy regulatory requirements (see RECO 1).   205 

2.3 Notice and Consent Conformance Criteria 206 

Conformance criteria are organized by the Trust Processes defined in the Notice and Consent 207 
Component.  For ease of reference, a specific conformance criterion may be referred by its 208 
category and reference number (e.g., "NOTI 1" refers to "Formulate Notice Conformance 209 
Criteria Reference No. 1"). 210 

211 Reference Conformance Criteria 

212 BASE Baseline 

213 
214 

 

 
The Notice and Consent Component must comply with all the Baseline Privacy 
Conformance Criteria stipulated in the Privacy Conformance Profile. 

Editor’s note: 

The Privacy Conformance Profile Discussion Draft will be released in the coming 
months. This draft is specifically concerned with Notice and Consent. 

215 NOTI Formulate Notice 

216 
217 
218 
219 

1 The Notice and Consent Processor MUST have processes in place to ensure that 
appropriate notice statements concerning the collection, use or disclosure of 
personal information are formulated (as per NOTI 5) and provided to Subjects, at 
or before the time personal information is collected. 

220 
221 
222 
223 
224 

2 The Notice and Consent Processor MUST have appropriate processes, 
resources and oversight in place to ensure that notice statements conform to the 
Formulate Notice Trusted Process, include all required information, and are 
updated in a timely manner when the requirements or purpose for collecting, 
using or disclosing personal information change. 
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225 
226 
227 

 
228 
229 
230 
231 
232 
233 
234 
235 
236 
237 
238 
239 
240 

 
241 
242 
243 
244 

3 The Notice and Consent Processor MUST determine what information is required 
to be included in its notice statements based on all applicable legal, policy and 
contractual requirements. In a digital identity system, this could include: 

• the personal information about the Subject being requested by the 
Requesting Organization; 

• the purpose for which the personal information is being requested; 
• the legal authority for collecting the information; 
• the period of time for which the personal information requested will be 

stored or used; 
• whether the request is for a one-time disclosure of the personal 

information or to allow ongoing disclosure (in the background) for the 
same purpose, e.g., to allow the Subject to “broadcast” updates to their 
personal information, such as change of address, in an efficient but 
controlled manner; and 

• details of the potential sources of the requested personal information, be 
they Disclosing Organizations or the Subject concerned. 

The Notice and Consent Processor SHALL ensure that the information to be 
included in a notice statement is precisely defined. In a digital identity context, 
this could include, for example, the specific personal information to be shared 
and the necessary metadata.  

245 
246 
247 
248 

 
249 

 
250 
251 
252 
253 
254 
255 

4 The Notice and Consent Processor MUST ensure that a new notice statement is 
provided to a Subject when the organization decides to use or disclose personal 
information that it has already collected from the Subject for a new purpose (that 
is not consistent with the purpose(s) provided in the original notice statement). 

The new notice statement MUST: 

• identify the new purpose(s) and the specific personal information that will 
be used or disclosed for the new purpose(s); 

• include other applicable information that may be required (such as the 
type of information set out in by NOTI 3); and 

• request the Subject’s consent to use or disclose the personal information 
for the new purpose(s). 

256 
257 
258 
259 

 
260 
261 
262 
263 
264 

 
265 
266 
267 

5 The notice statement SHOULD be provided in writing and MUST be provided in a 
manner that enables Subjects to reasonably understand how their personal 
information will be used or disclosed. This includes providing notice in a manner 
that is: 

• intelligible (using clear and plain language); 
• concise; 
• easily visible; 
• transparent; and 
• easily accessible. 

Where it is not practical for the notice statement to include all the details 
pertaining to the request (e.g., full terms and conditions, detailed metadata), 
a convenient means SHOULD be provided to allow the Subject to review those 
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268 
269 
270 

 
271 
272 
273 

details, ideally as part of the digital workflow being delivered. This MUST not be 
used as a means to make the notice statement less visible, transparent or 
accessible. 

The establishment of a digital identity may involve the use of non-digital channels 
to collect personal information. In these cases, processes MUST be employed to 
ensure that the notice, however delivered, satisfies the above points.  

274 
275 
276 

 
277 
278 
279 
280 

6 In some scenarios, a single notice statement may include requests for consent 
from multiple organizations, for example, when disclosing attributes from multiple 
sources. 

Where the notice statement includes requests from multiple organizations, the 
notice SHALL be constructed such that it can be split into the parts pertaining to 
each organization, for the purposes of recording and storing the consent (see 
RECO 2 below). 

281 CONS Request Consent 

282 
283 

 
284 
285 
286 
287 
288 
289 
290 

 

1 The process of requesting the consent of a Subject MUST include the 
presentation of the notice statement and verification of the Subject, as follows: 

• the notice MUST precede the action of the Subject providing consent; 
• if the notice does not disclose personal information in the notice statement 

then verification of the Subject is not required prior to display; 
• if the notice discloses personal information in the notice statement then 

verification of Subject is REQUIRED prior to display; and 
• either way, prior to a consent being relied upon, the Subject MUST have 

been successfully verified. 

291 
292 
293 

 
294 

 
295 
296 
297 
298 
299 
300 
301 
302 
303 
304 
305 
306 
307 

 
 

2 The Notice and Consent Processor, Disclosing Organization and Requesting 
Organization, as required, MUST verify that the individual providing consent is 
the Subject in question and therefore authorized to perform the action. 

A number of scenarios may arise including: 

• The Requesting Organization requesting previously collected personal 
information from a Disclosing Organization. In this case, the Notice and 
Consent Processor and Disclosing Organization MUST take steps to 
verify (or authenticate) that the individual performing the action is the 
Subject in question. 

• The Requesting Organization collecting new personal information from 
the Subject that is to be associated with the Subject. In this case, the 
Requesting Organization and Notice and Consent Processor MUST take 
steps to verify (or authenticate) that the individual performing the action is 
the Subject in question. 

• The Requesting Organization collecting new personal information from a 
new Subject. In this case, the process MUST be performed in conjunction 
with the Verified Person and Verified Login Components to ensure that 
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308 
309 

the Subject is verified and subsequent access to the Subject’s personal 
data is under their control. 

310 
311 

3 The level of assurance for verification or authentication MUST be sufficient for the 
sensitivity of personal data to be disclosed. 

312 
313 

4 The notice statement SHOULD be presented to the Subject in a manner that is 
clear and user-friendly. 

314 
315 

 
316 
317 
318 

5 The action required to be taken by the Subject to provide consent MUST be clear 
and straightforward. 

If the Subject is offered a choice within the requested consent (e.g., to share a 
subset of the requested personal information), the action required to make the 
choice MUST be clear and straightforward. 

319 
320 

6 The Notice and Consent Processor MUST ensure that consent is specific, 
informed, and unambiguous. 

321 
322 
323 

 
324 
325 
326 

7 If the Subject’s consent is requested as part of a written statement that also 
concerns other matters, the request for consent MUST be presented in a manner 
that: 

• is clearly distinguishable from the other matters; 
• is in an intelligible and easily accessible form; and 
• uses clear and plain language. 

327 8 The Requesting Organization MUST NOT attempt to obtain consent by providing 
false or misleading information or by using deceptive or misleading practices. 

328 
329 
330 

 
331 
332 
333 

9 The Disclosing Organization MUST have processes in place that enable it to 
easily demonstrate that a Subject has consented to the collection, use and/or 
disclosure of their personal information. 

In the case, where the Notice and Consent Processor is a separate organization 
to the Disclosing Organization, then the Disclosing Organization MUST ensure 
that suitable processes are in place at the Notice and Consent Processor. 

334 
335 
336 
337 

10 Before requesting consent from a Subject, the Requesting 
Organization SHOULD determine whether the Subject can withdraw their 
consent at a later date or whether legal or contractual restrictions prevent or limit 
the withdrawal of consent. 

338 
339 
340 

 
341 
342 
343 
344 
345 

11 Where a Subject has the right to withdraw their consent at a later date, the 
Requesting Organization (or the Notice and Consent Processor acting on their 
behalf) MUST: 

• inform the Subject of this right (subject to reasonable notice and 
applicable conditions or restrictions) at the time consent is requested; 

• inform the Subject of how to exercise this right; and 
• ensure that the process for withdrawing consent is as easy for the Subject 

as providing consent. 
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346 RECO Record Consent 

347 
348 

 
349 
350 
351 
352 
353 
354 
355 
356 
357 

1 Once the Subject has provided consent, the Notice and Consent Processor 
MUST capture the following evidence: 

• sufficient information to identify who has given consent. Where possible 
this SHOULD be linked to a Verified Person; 

• the date, time or other contextual information around when and how the 
consent was made; 

• the version of the notice statement provided and the personal information 
requested; 

• the consent decision which MUST be one of accept or decline, for each 
consent choice presented; and 

• if applicable, the expiration date/time of consent. 

358 
359 

 
360 
361 
362 

 
363 
364 

2 The Notice and Consent Processor SHALL provide the evidence to the relevant 
Requesting and Disclosing Organizations. 

Where the notice statement includes requests for consent from multiple 
organizations, the notice statement SHALL be split up so that each organization 
only receives the evidence relevant to them. 

Evidence relating to one organization MUST NOT be provided to another 
organization. 

365 
366 
367 
368 

3 Disclosing and Requesting Organizations MUST store the evidence uniquely (i.e., 
only store the evidence once for each consent given) and immutably, such that 
any update or state change will result in a new record and past records can be 
recovered. 

369 
370 

4 Updates to conditions/statements presented to a Subject MUST be versioned 
uniquely, so that changes over time can be recovered. 

371 
372 

5 Per Canadian laws related to required languages (e.g., English, French), each 
language variation of the notice statement MUST be stored. 

373 
374 
375 

 
376 
377 
378 

6 A notice and consent record MAY become invalid in the event that a data breach 
or unauthorized access is discovered, or if it is discovered that the consent was 
given without the authority or capacity to give it. 

If any of these situations arise, the organizations affected SHALL review the 
circumstances and take appropriate action, e.g., revoke the affected consent 
decision and, where appropriate and practicable, notify the affected Subject. 

379 
380 
381 

7 Disclosing Organizations, Requesting Organizations and Notice and Consent 
Processors SHOULD employ processes and procedures to prevent the loss of 
notice and consent records and to limit the impact of any data security violations. 

382 8 Privacy-preserving practices MUST be followed when storing records of consent. 
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383 MANA Manage consent 

384 
385 
386 
387 

1 If a Requesting Organization wishes to obtain a revised consent from a Subject, 
then the requirements set out above relating to notice, consent and record 
(NOTI1-6, CONS1-11, RECO1-8) apply to the new consent. This WILL result in 
an updated consent decision, which SHALL be stored as per RECO 3. 

388 
389 
390 
391 
392 

2 A consent SHALL expire when the expiration date captured in the consent 
process (RECO 1) is passed. After that date, the Requesting Organization MUST 
(unless applicable law requires or authorizes its ongoing use and storage) cease 
to use the personal data concerned for the specified purpose and, if required, 
delete it. 

393 

 
394 
395 
396 
397 
398 
399 

 

3 Revocation of the consent decision SHALL occur when either: 

• the Subject withdraws the consent; 
• an interval of time has passed where there could be a significant change 

in circumstances; or 
• the Disclosing Organization, Requesting Organization or Notice and 

Consent Processor determines that the consent was not legitimate, for 
example, if a fraudulent activity was confirmed. 

400 
401 
402 
403 

 
404 
405 

4 Where a Subject notifies the Notice and Consent Processor that they wish to 
withdraw the consent given and there are no legal or contractual restrictions 
preventing the Subject from withdrawing consent, the Notice and Consent 
Processor: 

• MUST inform the Subject of the implications of such withdrawal; but 
• MUST NOT prohibit the Subject from withdrawing consent. 

406 
407 

 
408 
409 

 
410 
411 

 
412 
413 
414 

5 Where it is determined that the consent was not legitimate or lawful, the Notice 
and Consent Processor SHALL withdraw the consent as per MANA 3. 

The Notice and Consent Processor MUST also inform the Subject (if 
appropriate), Disclosing Organization and Requesting Organization. 

In the case of identity theft where the Subject itself is compromised it may not be 
appropriate to inform the Subject of the consent withdrawal. 

Withdrawing consent in such circumstances MUST be done with great care. The 
Notice and Consent Processor SHALL ensure that it has processes in place to 
prevent the erroneous or malicious withdrawal of consent.  

415 
416 
417 
418 

6 When consent is withdrawn (for any reason), the Notice and Consent Processor 
MUST notify the Requesting Organization. The Requesting Organization MUST 
then stop collecting, using or disclosing the personal information specified in the 
consent unless the collection, use or disclosure is permitted without consent. 
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419 
420 
421 
422 

 
423 

 
424 
425 
426 
427 
428 
429 
430 

7 The Notice and Consent Processor SHOULD provide Subjects with the ability to 
manage all consent decisions made. These features SHOULD be easy to use, 
providing an efficient and optimal means for Subjects to manage consent 
decisions. 

This could include: 

• the ability to review, update or withdraw the consent decisions for a 
particular organization; 

• search facilities so that consent decisions can be easily found; 
• notifications of expired consent decisions, which could indicate loss of 

service from a Requesting Organization; and 
• when necessary, the ability to review, update or withdraw individual 

consent decisions at a granular level. 

431 REVI Review Consent 

432 
433 
434 
435 

 
436 

 
437 
438 
439 

1 The Notice and Consent Processor SHOULD provide the Subject and authorized 
reviewers with the ability to review consent decisions made. These features 
SHOULD be easy to use, providing an efficient and optimal means for the 
Subject and authorized reviewers to manage consent decisions. 

This could include, for example: 

• the ability to review the consent decisions for a particular organization; 
and 

• search facilities so that consent decisions can be easily found. 
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