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 4 
This Discussion Draft has been developed by the Digital ID & Authentication Council of Canada 5 
(DIACC) Trust Framework Expert Committee (TFEC). The TFEC operates under the controlling 6 
policies of the DIACC. Comments submitted by the public are subject to the DIACC Contributor 7 
Agreement. 8 
 9 
DIACC expects to modify and improve this Discussion Draft based upon public comments. The 10 
purpose of the open commentary is to ensure transparency in development and diversity of a 11 
truly Pan-Canadian input. Comments made during the review will be considered for 12 
incorporation to the next draft. DIACC will prepare a disposition of comments to provide 13 
transparency with regard to how each comment was handled.  14 
 15 
Forthcoming PCTF releases will expand, clarify, and refine the content of this document. The 16 
intended target audience is inclusive of decision makers who may or may not be domain 17 
technology experts.  18 

 19 

Notes: 20 

• Governance of Privacy and other PCTF components are part of ongoing 21 
discussions.  Comments from this review concerning governance will be referred to the 22 
PCTF Governance Design Team. 23 

• Privacy-related requirements specific to notice and consent processes are detailed in the 24 
PCTF "Notice and Consent" component. 25 

 26 
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1 Privacy Component Overview 40 

Privacy is a fundamental requirement of digital identity interactions. As such, all components in 41 
the Pan-Canadian Trust Framework (PCTF) have a responsibility to follow privacy-respecting 42 
practices. Privacy-respecting practices rely on the principle that individuals are informed about 43 
the details and potential benefits and consequences associated with managing their personal 44 
information.  45 

The Privacy Component of the PCTF is concerned with the handling of personal data for digital 46 
identity purposes. The objective of the Privacy Component is to ensure the ongoing integrity of 47 
the privacy processes, policies and controls of organizations in a digital identity ecosystem by 48 
means of standardized conformance criteria used for assessment and certification against the 49 
Pan-Canadian Trust Framework (PCTF). The Conformance Criteria for the Privacy Component 50 
specify how the PIPEDA Fair Information Principles, defined by the Office of the Privacy 51 
Commissioner of Canada, are relevant/apply to the handling of digital identity data. (Note: 52 
These do not intend to replace existing regulations; organizations are expected to meet privacy 53 
regulations in their jurisdiction.)   54 

Figure 1 provides a conceptual overview and logical organization of the Privacy Component. 55 

 56 

Figure 1. Privacy Component  57 
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The Privacy Component consists of elements that indicate the following: 59 

• Trusted Principles – the set of principles that organizations (e.g., Disclosing 60 
Organizations, Requesting Organizations, Notice and Consent Processors, Network 61 
Providers) are expected to adhere to when handling personal and service information in 62 
a digital identity system. Each trusted principle is assessed using a set of conformance 63 
criteria associated with that principle. 64 

• Inputs – input into trusted principles, for example, personal information requiring privacy 65 
management to proceed. 66 

• Outputs – output resulting from trusted principles being applied, for example, privacy 67 
policies and controls applied to personal information. 68 

1.1 Relationship to the Pan-Canadian Trust Framework 69 

The Pan-Canadian Trust Framework (PCTF) consists of a set of modular or functional 70 
components that can be independently assessed and certified for consideration as trusted 71 
components. Building on a Pan-Canadian approach, the PCTF enables the public and private 72 
sector to work collaboratively to safeguard digital identities by standardizing processes and 73 
practices across the Canadian digital ecosystem. 74 

Figure 2 is an illustration of the Pan-Canadian Trust Framework Model Visual Draft. The Privacy 75 
Component encompasses all sub-components.  76 

 77 

Figure 2. Pan-Canadian Trust Framework Model Visual Draft 78 
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1.2 Scope 80 

Figure 3 illustrates the scope of the privacy component and the function of different roles as 81 
described in the Privacy Conformance Profile. In the PCTF context, it is envisaged that personal 82 
information will normally be exposed only to the processing layer organizations. The other roles 83 
exist to facilitate the sharing of personal information but ideally should not be exposed to it.  84 

The processing layer will also include the boundary to the outside world.  There could potentially 85 
be some personal information in the control layer (depending on how the Notice and Consent 86 
Processor role is manifested in a particular digital identity system), but this should be minimized. 87 

 88 

Figure 3. Privacy Component Scope and Roles 89 

2 Privacy Component Key Concepts  90 

2.1 Personal Information 91 

Privacy-respecting practices rely on the principle that individuals are informed about the details 92 
and potential benefits and consequences associated with managing their personal 93 
information. Personal information includes information that the end-user consents to disclose 94 
(e.g., name, email address, phone number, mailing address, date of birth, account information, 95 
etc.) as well as information about operating and maintaining the service (e.g., service specific 96 
pseudonymous identifiers, transaction records) 97 

2.2 Changes of Personal Information at Source  98 

(a Disclosing Organization) 99 

The Disclosing Organization is under no obligation within the Digital Identity Ecosystem to 100 
proactively notify (e.g., push changes to) any Requesting Organization that has previously 101 
received the Subject’s Personal Information, nor to flag that a change has been made. The onus 102 
would be on a Requesting Organization to compare newly received data against previously 103 
received data for changes, and act on changes as relevant to their business processes. 104 
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2.3 Upstream and Downstream Handling of Personal 105 

Information 106 

The handling of a Subject’s Personal Information by a Disclosing Organization is subject to 107 
relevant Privacy Regulations and is not generally deemed to fall within the scope of the 108 
requirements of the Digital Identity Ecosystem until that data is processed for the purpose of 109 
sharing via the Digital Identity Ecosystem. An exception to this is when a Requesting 110 
Organization has specific requirements on the handling of personal information by its source 111 
(the Disclosing Organization). These requirements will thus form part of the Digital Identity 112 
Ecosystem governance and constitute “upstream” requirements that must be complied with by 113 
any Disclosing Organization servicing that Requesting Organization.  114 
 115 
Similarly, the handling of a Subject’s Personal Information by a Requesting Organization is 116 
subject to relevant Privacy Regulations and is not generally deemed to fall within the scope of 117 
the requirements of the Digital Identity Ecosystem once that data has been shared via the 118 
Digital Identity Ecosystem. An exception to this is when a Disclosing Organization has specific 119 
requirements on the handling of personal information by its destination (the Requesting 120 
Organization). These requirements will thus form part of the Digital Identity Ecosystem 121 
governance and constitute “downstream” requirements that must be complied with by any 122 
Requesting Organization receiving data from that Disclosing Organization. 123 

2.4 Privacy by Design 124 

Privacy by design is one of DIACC's guiding principles for a Canadian digital identity ecosystem, 125 
specifically "To, Implement, protect, and enhance privacy by design".    Privacy considerations 126 
are integral to and should be taken into account at all stages of the development of a digital 127 
identity solution. Privacy-enhancing tools enable an individual to manage their information and 128 
what specified purpose(s) it is used for. 129 

While the House of Commons Standing Committee on Access to Information, Privacy and 130 
Ethics (ETHI), has recommended that PIPEDA be amended to include privacy by design 131 
principles[1], the current PIPEDA Fair Principles do not explicitly address privacy by design.   As 132 
such, the Conformance Criteria of the PCTF Privacy Component do not include criteria to 133 
evaluate adherence to privacy by design. 134 

3 Notes and Assumptions 135 

More than one organization may be responsible for carrying out the Privacy trusted 136 
processes from end-to-end. The involvement of several organizations may introduce 137 
complexity in the assessment and certification process, but the trust framework does not 138 
constrain different implementation approaches. Within the conformance profile three 139 
organizational roles are defined (requesting organization, disclosing organization and notice and 140 
consent processor). These help to isolate the different functions and responsibilities within the 141 
end-to-end process. They are not however intended to imply any particular solution, architecture 142 
or implementation. 143 

[1] Report of the Standing Committee on Access to Information, Privacy and Ethics, February 144 
2018, Recommendation 14, p. 52 145 
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